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Disclaimer

The information contained in this document is the proprietary information of Beanair GmbH.

The contents are confidential and any disclosure to persons other than the officers, employees,
agents or subcontractors of the owner or licensee of this document, without the prior written
consent of Beanair GmbH, is strictly prohibited.

Beanair makes every effort to ensure the quality of the information it makes available.
Notwithstanding the foregoing, Beanair does not make any warranty as to the information
contained herein, and does not accept any liability for any injury, loss or damage of any kind
incurred by use of or reliance upon the information.

Beanair disclaims any and all responsibility for the application of the devices characterized in this
document, and notes that the application of the device must comply with the safety standards of
the applicable country, and where applicable, with the relevant wiring rules.

Beanair reserves the right to make modifications, additions and deletions to this document due to
typographical errors, inaccurate information, or improvements to programs and/or equipment at
any time and without notice.

Such changes will, nevertheless be incorporated into new editions of this document.

Copyright: Transmittal, reproduction, dissemination and/or editing of this document as well as
utilization of its contents and communication thereof to others without express authorization are
prohibited. Offenders will be held liable for payment of damages. All rights are reserved.

Copyright © Beanair GmBh 2015
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1. TECHNICAL SUPPORT

For general contact, technical support, to report documentation errors and to order manuals, contact
Beanair Technical Support Center (BTSC) at:
tech-support@Beanair.com

For detailed information about where you can buy the Beanair equipment/software or for
recommendations on accessories and components visit:

www.Beanair.com

To register for product news and announcements or for product questions contact Beanair’s Technical
Support Center (BTSC).

Our aim is to make this user manual as helpful as possible. Please keep us informed of your comments and
suggestions for improvements. Beanair appreciates feedback from the users.
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2. VISUAL SYMBOLS DEFINITION

Caution or Warning — Alerts the user with important information
about Beanair wireless sensor networks (WSN), if this information is
not followed, the equipment /software may fail or malfunction.

Danger — This information MUST be followed if not you may damage
the equipment permanently or bodily injury may occur.

Tip or Information — Provides advice and suggestions that may be
useful when installing Beanair Wireless Sensor Networks.
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3. ACRONYMS AND ABBREVIATIONS

AES Advanced Encryption Standard
CCA Clear Channel Assessment
CSMA/CA Carrier Sense Multiple Access/Collision Avoidance
GTS Guaranteed Time-Slot

kSps Kilo samples per second

LLC Logical Link Control

Lal Link quality indicator

LDCDA Low duty cycle data acquisition
MAC Media Access Control

PAN Personal Area Network

PER Packet error rate

RF Radio Frequency

SD Secure Digital

WSN Wireless sensor Network
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4. AIM OF THE DOCUMENT

This document is intended to provide a description of how a WSN is build step by step.
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5. WSN ASSOCIATION PROCESS

The various network components (BeanGateway®, BeanDevice®, BeanScape®) have been previously
installed and configured. To initialize the WSN, refer to the BeanGateway® & BeanScape®.

beacon in response ;

First Step:

Network Discovery

* The BeanDevice® sends beacon requests to be detected
by one or more Beangateway®, which then send out a

*This response contains the following information : PAN
ID (Personal Area Network ID ), LQI Value & Radio

channel ;
BeanGateway® n°2 . ) .,
Py h (PAN ID: 124 Sy) Response with a B%anG ateway
BeanGateway PAN ID: 1245, LQI: beanGateway® n°3
170, CH24
<- ——— < (PAN ID: 3178)
Y~ ~ N S
2 S NI
o % DS
%% \ S f£al g
%%\ \ $81 4
N
% A\ \ £$y
% 1 ORI
1 7/
\ \ %
\ | V4R 4 Response with a PAN ID:
\ YA 4 3178, LQI: 120, CH26
. gy N v/
" /e Its
BeanGateway D"to,/eq, I Nwge N ~ I "
- v List of responses:
~
-_— \ PAN ID: 3178, LQI: 120, CH26
S S PAN ID: 2158, LQI: 250, CH26
® .o A S - PAN ID: 1245, LQI: 170, CH24
BeanGateway® n°1 N

(PAN ID: 2158)
Response with a PAN ID:

2158, LQI: 250, CH26

»
CBeanDevice’

Green Led flash quickly

6 Network discovery is processed only if a PAN ID is not recorded on the BeanDevice® flash
memory, this occurs if factory settings are restored (by pushing on Network push button of your

BeanDevice®).
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¢ The BeanDevice® choose to be associated with the
BeanGateway® offering the highest LQl value ;
Second Step: *The New PAN ID is recorded on the BeanDevice®
Association with a flash memory (only if there no PAN ID recorded on

B G ® the BeanDevice®)
ean ateway ¢ The BeanGateway® provides a Network address (16

bits) to the BeanDevice®

A -
3B%anGateway '

BeanGateway® n°1 ~\ N\ Accept the Nwk

( PAN ID: 2158) Nwk address aIIocation\\ ‘ association J—
‘ \ O Green Led stays green for
\ N 200/500ms

: Please consider the environnement before printing this document. Page:9/21




“Rethinking sensing technology” Document version : 2.2

Lo ..
‘eanAlr Wireless sensor  network

Document Type : Technical Note association process

eEach BeanDevice® is recognized by its profile, which is backuped
. . on a flash memory
Third Step: Profile eThe BeanDevice® starts transmitting its profile to the
. . ®. iciti
transmission Bez_anGa_teway : MAC ID, Last Data acquisition mode, Sensors
calibration, RF Power.....

The BeanDevice® transmits its profile

BeanDevice® AX-3D

BeanDevice®
Xrange

profile is
registered on
a Flash

Green Led flash slowly

BeanDevice® AN-420 BeanDevice® ONE-TH
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¢ The BeanGateway® broadcast its clock to each BeanDevice®
during the association
FOUf'th Step CIOCk * The BeanDevice® clock is updated when a connexion is

Transmission established with the BeanGateway®

Beandevice® clock is synhcronized

Clock Transmisison with PC Clock

BeanDevice
AX-3D Xrange

dIN Aq uoissiwsupi 320[

AX-3D

CBeanDevice’ CBeanDevice'
An-420 o)
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BeanScape® BeanGateway®
P Time transmission through v
= NTP (Net Time protocol)
== _ _
Y <
ACK

BeanGateway® Time and
Date is synchronized
with your PC

The Date is transferred from the BeanGateway to the

BeanDevices after acknowledgment.

*The Date is transmitted to the BeanGateway by
NTP (Net Time Protocol)

*Time & Date are updated on the BeanGateway
instantly

*The BeanGateway integrates a Real-Time-Clock
directly powered by the internal battery which
allows to maintain the Date when the
BeanGateway® is powered down

‘The Date is updated instantly on the
BeanGateway®

Beandevice® ciock is synhcronized
with PC Clock

“BeanDevice

"
BeanGateway"

The whole Network could be synchronized via BeanScape by choosing the Clock transmission interval.

In the example below, Clock is synchronized every one hour.

BeanScape Configuration

Log

Cystem clock transmission enabled

Keep Alive App
Clock transmission interval (sec] :

TCP/UDP

Alarm automatic display : 1l

System Alarm => sound effect: 1l

Please consider the environnement before printing this document. Page:12/21
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e The BeanDevice clock is also synchronized during the diagnostic status transmission. Therefore,
when a daylight savings occurs for example, the BeanDevice clock will be automatically
synchronized when a diagnostic cycle is reached.

< Besnscepe 24GH: -

Idantity

Started @

Uty Re eycie | _NA s mmss
L J fiata acquisition mode options

® Only

1:45PM
4/13/2021

Sesver status : Started

H £ Type here to search

Here the BeanDevice clock is synchronized with the Pc clock on 1:45 PM.

G e Date & time o —
Set time automaticall Battery Voltage _ v Iﬁxﬂiﬂ ] e ,,l
Find  seting 2] ' T oo .

@ ) off . Frosveeto 909304) Listeningrato: [N 00:00:05

Time & Language Change date and time

Time ] Restart device

S [ ] —

WALy Change date and time Memory option : NN  Memory used
: Date Notes Data Acq.corfig. SensorCorfig Online Data Analysis Datalogger Syste
& Region . : = Deleted Disgnostic Cycle
October 1 | | 2019 " :
£* Language : Ratio: 300 =] 00:05:00 Validate
9

Then we set 5 min as a diagnostic cycle on then BeanDevice and we will add 2h to the PC clock.
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And after we

reach the BeanDevice diagnostic cycle,
clock.

File Connection Tools Advancedfunc, OffData

| Connection |

;;;iii’ | Started |i\
3 Y
=

R Type here to search ™ & W NRE006-8e x

the BeanDevice clock is synchronized with the PC

10:53 AM
4/14/2021
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6. OPERATIONAL FEATURES (FOR EXPERTS ONLY)

6.1 DEVICE ADDRESSING

Each device in an IEEE 802.15.4 network can have two types of address:

B J/EEE (MAC) address: This is a 64-bit address, allocated by the IEEE, which uniquely identifies the
device no two devices in the world can have the same IEEE address. It is also sometimes called the
extended address.

B Short address: This 16-bit address identifies the node in the network and is local to that network
(thus, two nodes on separate networks may have the same short address). The short address may
be allocated by a BeanGateway® when a node joins a network.

The use of 16-bit short addresses rather than 64-bit IEEE addresses allows shorter packets and therefore
optimizes use of network bandwidth. A short address may be requested by the device when it joins the
network. If a device does not have a short address, it must be addressed using its IEEE address.

6.2 DATA FRAMES AND ACKNOWLEDGEMENTS

Communications in an IEEE 802.15.4 network are based on a system of data and MAC command frames,
and optional acknowledgements. When a BeanDevice® sends a message to the BeanGateway®, it can
return an acknowledge message — this simply confirms that it has received the original message and does
not indicate that any action has been taken as a result of the message.

Acknowledgements are provided by the MAC sub-layer.

6.3 DATA TRANSFER

When transferring data from a node to another node where reception is likely to be guaranteed (for
example, from a BeanDevice® to a BeanGateway?®), it is usual to send a data frame directly (i.e. unsolicited).

The above data transfer methods are illustrated in the figure below:

Data Frame

Acknowledgement ;
(.BeanDevice'o'
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6.4 ENERGY SCAN FUNCTION

Energy scan allows the user to know the network quality on each radio channel. This operation allows the
user to choose the appropriate RF channel on a site where the WSN is deployed. This value is 0 (excellent)
to 255 (poor), and you can configure the scanning time means of each radio channel, by selecting the tab
the scan time in ms and confirm it by pressing the “Config” button. A new energy scan is performed by
clicking on “Request” button.

~N
e Launch the BeanScape®

J

~N
e Go on BeanGateway® profile

,

Auto-Reboot Status

Click on the BeanGateway profile

Please consider the environnement before printing this document. Page:16/21
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the new value

* Go on “Radio Config” Tag, choose the predefined
Energy Scan Time value and click on config to validate

Site Labelling Notes Radio Config System Config
Panld Configuration

New Pan Id (Hex.) :

ey ( Vaidate
Radio channel configuration

. |
Scan duration EEEERGHES = | Validate |

Wireless Sensor Network diag.tool

F EEEEE———

N EIGIR T I < selection > l Request

< selection »
76.80 ms/ch
138.24 ms/ch
261.12 ms/ch
5086.88 ms/fch
098.40 ms/ch
1981.44 ms/ch
3947.52 ms/ch
7879.68 ms/ch
15744.00 ms/ch
J1472.64 ms/ch
62929.92 ms/ch
125844.50 ms/ch
251673.60 ms/ch
503331.80 ms/ch
1006648.00 ms/ch

Multicasting Modbus Upload device profile

Authorized RF Channels config.

M2 1314 1516 171819 20 21 22 23 24 25 26

EEEEEEEEEEEEEEENm
([ Validate |

Network Configuration

Max. nodes :
Max. routes :

Max. network depth :

Validate

Please consider the environnement before printing this document.
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* By pressing the Request button will start scanning
different radio channels.

EnergyScan Graph = O X
gy P

Energy scan :

Date :4/14/2021 9:37-47 AM,Duration :998.4ms,Panld :077D,Macld :00158D00000E077D

Table of Energy Scan values
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260

240 o

220 —

200 —

180 s

160 -

140 -

120 - = ED

Energy Detect

100 -

1 [ |

80 —
] |

60 o

= -

20 —

0 +——— . : : 1 : .
-110 -100 -90 -80 -70 -60 -50 -40 -30 -20 -10
Power [dBm]

Table to convert the Energy Scan power in dBm

elt is strongly recommended to perform an Energy Scan on a site before a major deployment of
wireless sensor network.
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7. TROUBLESHOOTING

If your BeanDevice® cannot join the WSN, check the following features:

4

v

Make sure that your BeanGateway® is power on;

The BeanDevice® shares the same PAN ID than your BeanGateway?®. If several BeanGateway® are

present in the same area, be sure that there is no conflict of PAN ID;

The RF channel used on your BeanGateway® must offer the best network quality link (for more

information read your BeanGateway® user manual);

Check the wireless range between your BeanDevice® and your BeanGateway®, maybe the

BeanDevice® is very far from your BeanGateway®;

Please consider the environnement before printing this document.
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