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Disclaimer

The contents are confidential and any disclosure to persons other than the officers, employees, agents or
subcontractors of the owner or licensee of this document, without the prior written consent of Beanair
GmbH, is strictly prohibited.

Beanair makes every effort to ensure the quality of the information it makes available. Notwithstanding
the foregoing, Beanair does not make any warranty as to the information contained herein, and does not
accept any liability for any injury, loss or damage of any kind incurred by use of or reliance upon the
information.

Beanair disclaims any and all responsibility for the application of the devices characterized in this
document, and notes that the application of the device must comply with the safety standards of the
applicable country, and where applicable, with the relevant wiring rules.

Beanair reserves the right to make modifications, additions and deletions to this document due to
typographical errors, inaccurate information, or improvements to programs and/or equipment at any
time and without notice.

Such changes will, nevertheless be incorporated into new editions of this document.
Copyright: Transmittal, reproduction, dissemination and/or editing of this document as well as utilization
of its contents and communication thereof to others without express authorization are prohibited.

Offenders will be held liable for payment of damages. All rights are reserved.

Copyright © Beanair GmbH 2022
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1. CONNECTION TO A 3G/4G ROUTER

Internet g W 4., Monitoring site

3G/4G connedti

Wireless Sensor Networks

*not available on BeanScape® Manager neither BeanScape® Basic

See “Remote access to a Wireless Sensor Network” Youtube video
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1.1 AVAILABLE REMOTE ACCESS TECHNIQUES

The remote access allows you to remotely access to the distant BeanGateway® in the distant site.

The settings can be done using one of the 3 remote access techniques presented by BeanAir®:

e Port Forwarding
e VPN/DDNS Access
e Direct VPN

User can also synchronize the Log files with an FTP distant folder using an FTP client.

1.2 MATERIAL REQUIREMENT

BeanGateway® version BeanGateway® Ethernet

TECHNOLOGY

e HSUPA with fallback to: LTE, HSDPA, UMTS, EDGE

Bands

Tri-Band UMTS/HSDPA/HSUPA 850, 1900, 2100 MHz

Or

Quad-Band UMTS/HSDPA/HSUPA 850, 900, 1900, 2100 MHz

4G/3G Gateway

HOST INTERFACES
Ethernet: 10/100 BASE-T RJ-45

APPLICATION INTERFACES
TCP/IP, UDP/IP, DHCP, HTTP,
SNMP, SMTP, SMS, MSCI

ADSL Modem ADSL Modem with NAT Configuration software
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2. HOW TO SETUP A REMOTE ACCESS BASED ON PORT FORWARDING RULES

with Public IP
Public Fixed IP

A

4G

ROUTER

A Before to start to configure your remote access, make sure your Office router/ASDL Box

should come with Fixed Public IP address to avoid losing the BeanGateway® whenever it
reboots for any reason.

How to get a fixed public IP:

e Ifyou are using an ADSL Router at your office: you can ask to your ADSL Router

provider to allocate you a fixed public IP.

You can purchase a Data SIM card with fixed public IP from your ISP (Example: Olivia

Wireless) . If you are using a standard SIM card, some PORTS can be blocked by the
ISP.

elt’s not mandatory to use a SIM card with fixed public IP on the monitoring site.

Beanair GmbH
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2.1 STEP 1: AT YOUR OFFICE, CONFIGURE YOUR FIREWALL FOR REMOTE ACCESS

You have to enable Routing and Remote Access option for both Private and Public networks,
communication through the firewall.

F 0 » Control Panel » System and Security » Windows Defender Firewall » Allowed apps

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChaﬂge settings

Allowed apps and features:

MName Privete  Public #
Remote Assistance

Remote Desktop

I Remote Desktop (WebSocket)
[JRemote Event Log Management

[ Remote Event Monitor

[]Remote Scheduled Tasks Management
[0 Remote Service Management
[1Remote Shutdown

[0 Remote Volume Management

ROOOOD00DD®E®
0000000 RE

Routing and Remote Access

2.2 STEP 2: AT YOUR OFFICE, CONFIGURE IP FORWARDING RULES

2.2.1 Example with ADSL MODEM (NAT ROUTER Configuration)

1. From your Office PC, search for your Public IP address (ex: search for MyIP on Google).

- htps//www.googlecouk

| My IP address

Al

188.106.107.201

> Leam more about IP addresses

What Is My IP Address?
p

eMake sure that no antivirus/firewall is blocking the Network activity between the
BeanGateway® 2.4GHz and the BeanScape® 2.4GHz
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2. Setup a Port Forwarding configuration on your Router (each router brand has its own
configuration interface).

Example 1: GlobalNet ADSL Router Webserver configuration (North Africa)

net) i @ 13 ¢

Device Info Basic Setup Advanced Setup

MNAT -- Virtual Servers

Quick Setup

Select the service name, and enter the server IP address and dick "Apply/Save" ta forward IP packsts fo
WAN SEtup the same value as "Internal Port Start”,
MNAT Remaining number of entries that can be configured:26

Virtual Servers ® chosss Al itarace

Port Triggering O thoose One Inferface

DMZ Host Use Interface ppp_usbippp3
Service Name:

IP Address Map Service Nams

O Select a Service: | Select One
ALG,-"Pass—Thr:}ugh @ Custom Service: | Berlin Remate Access
LAN

Wireless

Parental Control Enable NAT Loopback
Home Networking

External Port Start|External Port End| Protocol Internal Port Start|Internal Port End
5313 | | 5312 TCP/UDP v | =313 5313

Example 2 : Fritze Box (Germany)

< 8 A Notsscure fritzbox/s ZOO>0 CHE O L =

[ Berin [3 sports [3 Newfolder (33 wireless catalogue .. » Relay Module 1rela.. [l Metris [ tewst [ White Paper| Wirel.. [[J Modular CoolantH... @ CS 175 Temperatur.. [@ DOSTMANN electr VouTube to MP3~.. B8 Welcome to MyDH... ew VTS2027 | Tit Sens.. »

FRITZ!Box 7560 FRITZINAS MyFRITZ!

Internet > Permit Access

Port Sharing FRITZ!Box Se
Overview
All devices connected with the FRITZ!Box are safe from unauthorized access from the internet. However, certain applications (like online games) must be accessible for other users in the internet. By configuring port sharing you can allow

Internet .
such connections.

Online Monitor Pt/ 1P Address Sharing Port Assigned Externally IPv4  Port Assigned Externally IPv6  Independent Port Sharing 4

Account Information
DESKTOP-TNLSTSI 192.168.178.61 @ port 5313 O oenabled P %
Filters :542f:1267:ed7d:dafa

Add Device for Sharing Refresh
MyFRITZ! Account

DSL Information The setting for "Independent port sharing” can be disabled for all devices that have not requested any port sharing.

Telephony Disable
Home Network

Smart Home

Diagnostics

System

Wizards
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Edit sharing

Name port

Protocol [ TCP

Port to device [ 5313 through ..

’Pm‘l requested externally 5313
(IPv4 only)

Enable sharing

IPv4 address in the internet
Port assigned externally

through port

Cancel

Please be aware if the public IP Address of your ADSL Box is not fixed, you will lose the
connection between the BeanGateway® and your Monitoring PC (at the office), whenever the
router reboots. If you are not sure to have a fixed public IP, we suggest you use a 4G Router
and a SIM Card with a fixed public IP.

2.2.2 Example of 4G Router (SIM CARD Provider Olivia wireless)

eif you have a 4G router with a SIM card at your office, make sure that the SIM card comes
with a Fixed Public IP address and your ISP provider doesn’t restrict any port numbers.

In this example we will work with Olivia Wireless SIM card which comes with a Fixed public IP
address.

2.2.2.1 System Architecture

Olivia is using a Public Gateway in its system architecture, in order to allow users on the internet
to reach the SIM directly.

The Public Gateway is simply a port forward service that’s why you have to create a port
forwarding rules on both SIM Card platform and also on your office router.
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IP Forwarding Rules on SIM card
Public IP: 18.158.125.169
Port number: 41982

Public Internet

Mobile Core WAN

Router LAN RUT240 +
Olivia SIM card

Public IP gateway

%‘ Router IP: 192.168.1.1 SIM WAN: 10.0.17.15

PCIP:192.168.1.10 f

On Site Public IP:/
1.2.3.4 /
Public IP: 18.158.125.169 /

Office Network IP Forwarding Rules on Router /
Site Network

Please follow these steps to correctly configure the system.

e Step 1: Verify that Public IP routes service is enabled on your SIM card

We assume that you have already purchased the Fixed public IP service when you set up the
payment method.

To verify that the Fixed Public IP address service is enabled, please login to your SIM Card
platform

q C A @ oliviawireless.io/#sim/

Olivia

Login

Enter your email address and password to login.

Email Address

someone@gmail.com

Password (forgot?)

Then go to the tab SIM Cards.
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|4 Dashboard EcESIIYEEYM ® Support | ™ Order SIM cards | [ My Company | @ Help

Logged in as

© Register SIM card

Registered SIM Cards
search by keyword search
I Export
SIM Barcode Device Name SIM State Rate plan Activation Date Data Used

© 8910300000001886354 Test_SIM-CARD P Active Selfservice SIM 03/06/2022 150MB

You should see “Public IP Route” noted under “Deployed Network Service” on the SIM cards
details page.

Expiration Date

03/06/2023
Deployed Network Service

Public IP Route

If it’s not the case you have to enable it before proceeding.

e Step 2: Setup Port Forwarding on the Public IP Gateway (SIM Card)

Navigate to “SIM card” and click on the SIM barcode
o s [T
L]

© Register SIM card

Registered SIM Cards

searcn oy <eyw0rcl search
I Export
SIM Barcode Device Name SIM State

€ 8910300000001886354 Test_SIM-CARD P Active
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Then click on ADD Public IP Route

Top-ups

Order ID

No top-ups available

A Add Public IP Port Route
A

Inbound access via fixed P

e Give your route a recognizable name, Enter the port you would like to reach on the
SIM/Router then select the protocol (usually TCP) and click ‘Submit’.

e Create the PORT ID of your SIM card (avoid ports 22, 80 and 443)

Add Public IP Port Route

Add Route

Route Name *

Berlin Site

Port SIM Side *

5320

Transport layer *

[TCP

A random port on the gateway will now be locked to be used with your SIM card

Routes Name SIM IP Port SIM Side Public IP:Port

Berlin Site 10.017.15 5320 18.158.125.169:41988
——
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e IMPORTANT :

e The PORT ID of your SIM card will be used to create the IP Forwarding rules on your
LTE Router running at the office.

Note the Public IP and the PORT number, it will be used during your BeanGateway®
configuration on your monitoring site.

e Install the SIM Card on the router and Configure the Mobile Network

In this example we are using Teltonika Router RUT240, but the steps are similar for different
types of routers.

Insert the SIM Card into your Router then use the corresponding User Name and Password to log
in.

Then Navigate to Network = Mobile, then Enter the following configuration

- APN: --custom—

- Custom APN: rh

And Keep all the other settings on default then click on save.

Beanair GmbH “Rethinking sensing technology”




TN-RF-15-BeanGateway Remote Access Management 2.4GHz wireless sensors series

.::iﬁf&TEL TONIKA Status - Network - Services - System

Mobile

General MNetwork Operators  Mobi

Mobile Configuration

Mobile Configuration

SIM 1

Connection type = QMI v

Maode = MNAT
Kl Passthrough and Bridge modes are disabled when multiwan is enabled

Auto APN |

APN | - custom --

Custom APM | rh

e Step 4: Setup Port Forwarding on the router

Login to your router, then navigate to Network = Firewall = Port Forward

{:TEL TONIKA Status - Network - Services - System

General Settings Port Forwarding . : stom Rules DDOS Prevention

Firewall - Port Forwarding

Port forwarding allows remote computers on the ecific computer or service within the private

Port Forwarding Rules

Name Protocol i Destination

" "
Erohle COL VAN DAGETLDAL AL TrD From any host  To any router IP at port  Forward to IF

Scroll down to New Port Forward Rule and set the following
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Name: Any recognizable name
Protocol: TCP+UDP
External port (s): SIM Card PORT ID in our case 5320 (avoid ports 22, 80 and 443)

Internal IP: Select the IP of your PC

Internal port (s): Any port on which you want to access (Port used on BeanScape
software) 5313

NAME EXTERNAL PORT INTERNAL IP ADDRESS INTERNAL PORT

Forward 5320 192.168.1.31 (D0:23:24:73:87:87) 5313

You can click on edit to see the configuration details.

eMake sure that the port forwarding rule is configured from WAN: External Port (or Sourec
Zone) to LAN: Internal Port.

C A Notsecure | 192.168.%1/cai-bin/luci/:stok=34c94d9c527a193eb4e90d 1093ed09c/admin/network/firewall/forwards/cfa383 Q @ w« 0O

<§£TEL TONIKA Status Network Services System Logout[®

General Settings Port Forwarding  Traffic Rules = Custom Rules  DDOS Prevention  Port Scan Prevention  Helpers

Firewall - Port Forwards - Forward

This page allows you to change advanced properties of the port forwarding entry. Although, in most cases there is no need to modify those settings.
Enable
Name Forward
Protocol TCP+UDP v
Source zone O gresgre funnel:t )
O hetspot:

O 12tp: 12tp: D

=

O lan:lan: 2§ 4 &

O pptp: pptp:()

@) sstp:

O vpn: openvpn:()

® wan: wan: 24 PPp: g tun: (empty) wan2: 2

Source MAC address
Source IP address

Source port
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2P 1I2IpTT T
lan: lan: 2§ o &
pptp: pptp: ()
sstp:
O vpn: openvpn:(7)
O wan: wan: 2 PPP: g tun: (empty) wan2: g
Internal IP address = 192.168.1. 31 v
Internal port =~ 5313

Enable NAT loopback

Extra arguments

Back to Overview

2.3 STEP 3: AT YOUR OFFICE, CONFIGURE THE PORT NUMBER ON YOUR
BEANSCAPE®

On your office PC don’t forget to put the BeanScape TCP port number the same as the internal
Port TCP number chosen in the router port forwarding configuration rule.

Log

NAME R TRl BeanGateway configuration via Udp : INTERNAL PORT

Forward TCP/UDP Udp port : 5313

Tep port tolisten :
System

elf you change the default TCP port on BeanScape software to another port number
different than 5313, you have to restart the server to establish the connection with the
monitoring site.

2.1 STEP 4 : BEANGATEWAY® CONFIGURATION ON THE MONITORING SITE

Now that you have your Public Fixed IP of your BeanScape® software running at your office. You can start
to configure your BeanGateway® and LTE Router running on the monitoring site.
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2.1.1 Sim card configuration

Use your browser on your PC and log in to the router using the following settings:
e |Paddress: 192.168.1.243 (tap it in google search bar)
e Username: admin | password: Beanair2020!

To configure your 4G/LTE Router go on Network then Click on Mobile

':Z@TELTOHIM Status - Network - Services - System

Mobile
VAN

Murarnsiawr

Now configure your mobile settings as follow

General Network Operators Mobile Data Limit

Mobile Configuration

Mobile Configuration Choose QMI connection type because PPP is slower than
aml.

siM 1 //’— QM option is highly recommended.
Connection type = QM|

Check Auto APN and the connection will be established
Mode | NAT v .
automatically.

Passthrough and Bridge modes are disablod T TE enabled Access Point Name [APN): is a configurable network
Auto APN identifier used by a mobile device when connecting to a

GSM carrier

Connection will be established automatically

PIN number 0000 Enter the right PIN number and PUK code of your SIM

/ card
PUK code

Used this field only if the SIM card’s PIN number was
Dialing number ™ — used

MTU | 1500 Choose 1500

Service mode = Automatic v -+ Choose Automatic as a service mode

Deny data roaming [ ] e

Uncheck Deny data roaming option
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Mobile Data On Demand

Enable
No data timeout (sec)
Force LTE network
Enable
Reregister

Interval (sec)

e You can get the APN ID from your telecom operator provider

A If an invalid PIN number was entered (i.e. the entered PIN does not match the one that
was used to protect the SIM card), your SIM card will get blocked. To avoid such mishaps, it is
highly advised to use an unprotected SIM. If you happen to insert a protected SIM and the PIN
number is incorrect, your card won’t get blocked immediately, although after a couple of
reboots OR configuration saves it will.

2.1.2 Make sure the DHCP is enabled on your LTE router
LAN IP address should be 192.168.1.243 by default and if this is not the case for whatever reason,

you will need to set it back to 192.168.1.243 in the configuration panel you can find in the
overview page

Local Network & %

| Configuration L

IP / netmask PA3 | 2552552550

Clients connected
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"\:.TEL TONIKA Status Network Services System Logout[®

LAN

Configuration

General Setup Advanced Settings

IP address | 192.168.1.243
IP netmask | 2552552550
IP broadcast
DHCP Server

General Setup Advanced Settings

DHCP | Enable
Start | 100
Limit
Lease time | 12
Start IP address: 192.168.1.100

End IP address: 192.168.1.242

2.1.3 BeanGateway® 2.4GHz configuration with Public IP of your Office PC

Now that your LTE Router is configured with your SIM card, it’s time to configure correctly your
BeanGateway® 2.4GHz.

Right after connecting your BeanGateway® 2.4GHz to your PC via the LAN cable,

1. Right click on your BeanScape® software icon then click on Open

2.4 T

GHz.
a A

&E':Bﬁlﬂ {]En

Dpen file location
) Run as administrator

el

2. Switch to Expert view
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“w Beanscape 2.4GHz
File Connection Tools  Off.Data Analysis

Standard view
|1/' Expert view |

3. Navigate to Tools = BeanGateway Ethernet/LAN config

‘el Beanscape 2.4GHz
File  Connection Off.Data Analysis  View  Help

BeanScape® configuration
Alarm Window
BeanGateway Ethernet/LAMN Cenfig.

4. Select your LAN card IP Address (192.168.1.244), then click on Localize

BeanGateway Ethernet/LAM configuration

Localize BeanGateway

192.168.1.244 LAN Card

5. After Localization process, select your 4G BeanGateway® MAC ID

< Select »
Panld : 0408, Wacld : 0815300000QEQ408

6. Check DHCP option to assign an automatic IP address to your BeanGateway®, then click
on validate

Configuration

TCP/IP Configuration
DHCP Enabled

BeanGateway TCP/IP

7. On BeanScape® frame:
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e Casel-If you are using a ADSL Router at your office

Make sure to allocate the Public IP of the PC Hosting BeanScape software (you will get your Public IP from
step 2) . In this case the Public IP is 188.106.107.201

Panld : 0408, Macld : 00158000000E0408

Configuration |

TCP/IP Configuration Keep Alive App Config

DHCP Enabled enabled : 1l

Beanbateway TCP/IP KAA timeout [ms) I:
IRl S35 KAA interval (ms) : l:
Max. retry nbr: I:

W ONS Enabled I ONS IP AUTD
DNS Configuration via Ethernet (UDP)

enabled :

Udp port : 53130 S
[ ooE ([ voies= ]

IP address : |188.106.107.201

BeanScape

Domain name :

| Validate |

Case 2 - If you are using a LTE Router with a Data SIM CARD ( example of Olivia Wireless SIM
CARD)

To forward data communication of your BeanGateway® to your Office PC, enter the Fixed Public
IP address which was created on the SIM Card before and its corresponding TCP Port number.

Example of IP forwarding Rules created on the Router

Routes Name SIM IP Port SIM Side Public IP:Port Delete

Berlin Site 10.017.15 5320 18.158.125,169:41988
——
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BeanGateway Ethernet/LAN configuration
anbateway

192.168.1.31 LAN Card

Panld : 0777, Macld : 001580 00000ET77

| Configuration

TCP/IP Configuration
DHCP Enabled

BeanbGateway TCP/IP

Il ONS Enabled W ONS [P AUTD

DNS
BeanScape

IP address :

Domain name :

[ Validate

Keep Alive App Config

enabled: 1l

Kantmeout(ms): [ [
KAA interval (ms] : I:
Max. retry nbr : I:

|‘ Validate :|

Configuration via Ethernet (UDP)

enabled :
Udp port:

| Validate |

2.4GHz wireless sensors series

Public IP:Port

18.158.125.169:41988
—

Make sure to use the Fixed Public IP address and the TCP Port number which are created

on the SIM Card rule.

Do Not use Google to search for your Public IP address, it will give you the IP address of the

roaming ISP provider and the remote configuration will not work.
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3. ALTERNATIVES OF PORT FORWARDING

In some costumer cases, user do not have access to a Public Fixed IP address, or he is meeting a timeout

()

issue due to his SIM provider network.

It is recommended to use a Dynamic DNS/PPTP VPN based solution or
a direct VPN access via Fixed Public IP

Case of Dynamic IPs Case of Time out issues

3.PPTP VPN based on DDNS 4.Direct PPTP or LT2P VPN access

For users who prefer to transfer BeanScape Log Files via FTP
Please select
5.FTP Synchronization
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4. VPN/DDNS ACCES FOR DYNAMIC IPS

This solution is recommended for users who are facing the issue of the Dynamic Public IP on
the both side of the infrastructure.

@ M2M 4G SIM Card
[ with Public Dynamic IP

Public Dynamic IP

4.1 DYNAMICDNS

Dynamic DNS (DDNS or DynDNS) is a method of automatically updating a name server in the Domain
Name System (DNS). This is most often utilized when the end user has a Public dynamic IP address and
wants to bind it to a static hostname.

The DDNS configuration will be done on both 4G Router and the NolP DDNS provider dashboard.

Make sure that you are using a SIM card connecting assigned to a public IP address otherwise the DDNS
will not work

e Open your web browser and go to https://www.showmyipaddress.eu/ to display your Public IP
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four public 1 address is

197.6.190.13

YOUR IP NUMBER IN OTHER FORMATS

IP ADDRESS
197.25.180.173

IP VERSIONS
Valid 1Pv4

HOST NAME
197.25.180.173

IPV4 AS LONG INTEGER

e Connect to your 4 G Router Web User Interface and check if the Assigned IP to your Router is a
Public IP and is the same as mentioned on https://www.showmyipaddress.eu/

"-.&TEL TONIKA Status - Network - Services - System Logout[+

Overview
System & C———45% b S 55 dsm i

Router uptime 0d Oh 58m 32s (since 2019-04-05, 11 0d Oh 57m 57s (since 2019-04-05, 11:36:58)
Dynamic DNS
Local device time 2019-04-05, 12:34:55 Registered (home); TUNTEL. 4G (LTE)

Memory usage RAM: 42% used s A card slot in use SIM 1 (Ready)

Firmware version RUTOXX_R_00.05034 es received/sent * 3268MB/6.1MB

Wireless & : Mobile ¢
SSID 8 RUT950_1ACS (AP) ; a 197.6.190.13 WPublic IP adress
Mode 1-AP; 6 CH (2 437 GHz) WAN failover status S ¢

Local Network i & Remote Management System & &

IP / netmask 192.168.1.242 1 255 255.255.0 Status Enabled

Clients connected 0 Connection State Connecting to profile tunnel

e Go to the Dynamic DNS option, and create a new DDNS name
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DDNS

DDNS Cenfiguration
DDNS name Hostname Enable

No DDNS records found.

New configuration name: | DDNSname] Add New

e Click on Edit or enter to advanced configuration

A9,
*f.@.TELTONIIM Status Network Services System Logout[®

New DDNS instance created successfully. Configure it now

DDNS

DDNS Configuration

DDNS name Hostname Enable

DDNSname mypersonaldomain.dyndns.org o Delete

New configuration name: Add New

e Goto aNo Ip DDNS provider and create an account then create a hostname. In our example we
are using www.noip.com.

e Itis recommended to use ddns.net as a Domain for the DDNS

Hosthameeo Domaine

teltonikademo] ddns.net

Record Type

. © More Records

e The www.noip.com will detect automatically your Public IP. Make sure that you are connecting
using your 4G Router during the configuration, otherwise you have to add the Public IP
manually.
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teltonikademo.ddns.net Apr 5,2019 197.6.190.13
Expires in 28 days 03:37 PDT

(aa Mobile b

dress 197.6.190.13 i Public IP adress

failover status Failover link is enabled

\ote Management System &l &

e Onthe 4g Router side, on the advanced setting of the DDNS
o Enable the DynDNS
Select the service provider from the list (in our case no-ip.com)

Insert your Hostname which was create on the DDNS provider website, your login used
to connect to the DDNS provider website and the password

The IP address source should be Public

Configure the IP renew interval to 5 minutes and the Force IP renew to 6 minutes
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KlTELTONIKA  Status

Enable

Use HTTP Secure

Status

Service

Lockup host

Hostname

User name

Password

IP address source

URL to detect

IP renew interval

Force IP renew

Back to Overview

Network

Services System

2019-04-05, 11:37:45
no-ip.com
teltonikademo.ddns net
teltonikademo.ddns.net

beantestdg

Public +

2.4GHz wireless sensors series

Logout [+

Public, Private, Custom or Script 1P source sefting, will disable DNS rebinding protection

IP renew interval unit | Minutes ¥

Force IP renew unit | Minutes *

o Click on save and wait until the router establish connection, once the Status displays the
date and the time that’s means that the configuration is accepted.

DDNS

DDNS Configuration

DDNS name Hostname

DDNSname teltonikademo ddns.net

New configuration name

Beanair GmbH

Status

2019-04-05, 11:37:45

Add New

Enable

Delete
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4.2 PPTP VPN

4.2.1 PPTP VPN Configuration

e Onthe same 4G Router hosting using the DDNS, Go to the VPN menu option

"./-z\':TELTONIKA Status - Network - Services - System

Overview

System B & E——— 168% pbile & 51 dBm atfl]

Router uptime 0d 1h 6m 53s (since 2019-04-05, 11 a connection 0d 1h 6m 18s (since 2019-04-05, 11:36:58)
Local device time 2019-04-05, 12:43:16 pte Registered (home); TUNTEL: 4G (LTE)
Memeory usage RAM: 42% used e card slot in use SIM 1 (Ready)

Firmware version RUT9XX_R_00.05.03.4 es receivedisent * 326.9MB /6.4 MB

Wireless B &l p : Mobile @)

SSID 8 RUTS50_1ACS (AP) 197.6.190.13 i Public IP adress

Mode 1- AP; 6 CH (2.437 GHz) WAN failover status Failover link is enabled
Local Network B & Remote Management System & &

IP / netmask 192.168.1.242 / 2565.255.255.0 Status Enabled

Clients connected 0 Connection State Connecting to profile tunnel

e Select to Go with a PPTP VPN and create a new Server.

&TEL TONIKA Status - Network - Services - System Logout

OpenVPN IPsec GRE Tunnel PPTP L2TP SSTP Stunnel

PPTP

PPTP Configuration

Name Enable
This section contains no values yet

Role: New configuration name: | RUT1 Add New

Server

e Onthe advanced option:
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o Enable the PPTP VPN Server
o Configure the VPN IP Pool: It is recommended that you serve maximum 2 addresses
o Create username and a password for the VPN Client

o Assign to the user the first IP address of the VPN IP Range

‘--'&TELTONIKA Status - Network - Services - System Logout [+

EW update available

OpenVPN IPsec GRE Tunnel PPTP L2TP SSTP Stunnel

PPTP Server Instance: RUT1

Main Settings

Enable [+
Local IP  192.168.0.1
Remote IP range start  192.168.0.20

Remote IP range end  192.168.0.21

User name Password PPTP Client's IP

userl ann 4 192.168.0.20 Delete

Add

Back to Overview

4.2.2 Distant VPN Client Configuration

The VPN client is the distant computer situated on the office. User should configure a VPN connection to
have access to the VPN server hosting his BeanGateway®.

e Go to Network and Sharing center (Network share center in Windows 7)

e Select Set up a new connection or network
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VPN

i - -
ge Metwork and Sharing Center

4 & > Control Panel » Network and Intemet > Metwork and Sharing Center w| & | Search Control Panel

View your basic network information and set up connections
Centrol Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network 3 Access type: Internet
seftings Private network Connections: [ Ethernet

Media streaming options
Change your networking settings

ﬁl Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Seealso
Internet Options.

Windows Defender Firewall

e Select Connect to a workplace

il Panel » Metwork and Internet » Network and Sharing Center v O Search Control
View your basic network information and set up connections

View your active networks

Network 3

# -
Private network 9" Set Up a Connection or Network

Change your networking sett Choose a connection option

‘E. Set up a new conng

Set up a broadbanc Connect to the Internet
Set up a broadband or dial-up connection to the Internet.
Troubleshoot probl

Diagnose and repai ‘% Set up a new network
Set up a new router or access point.

Connect to a workplace
a dial-up or VPN connection to your workplace)

Cancel
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e Select Use my internet connection (VPN)

& [l Connect to a Workplace

How do you want to connect?

— Use my Internet connection (VPN)

Connect using a virtual private netwerk (WPM) connection through the Internet.
A ot o
| - - q
L 1

— Dial directly

Connect directly to a phene number without going through the Internet.

Cancel

e Use the following inputs to configure the VPN connection
o The name of the VPN server

o The DDNS name assigned or your Public IP
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« |_:g Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: [ExampIE:Ccntc:c.ccm or 137.54.0.1 or 3ffe:1234:1111]

Destination name: VPM Connection

[ ]Use a smart card
Remember my credentials

® [ Allow other people to use this connection

This opticn allows anyone with access to this computer to use this connection,

e The Computer is ready to join the VPN: Press connect

Add a VPN connection

oge RuTi

1 Connect Advanced options Remove

Advanced Options

Allow VPN over metered networks

® On

Beanair GmbH
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VPN

Add a VPN connection

v~ RUT1
N

Advanced options Disconnect

Advanced Options

Allow VPN over metered networks

® On

e Using IP config, user can figure out that he is connected to the VPN

Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix :

Ethernet adapter Ethernet:
Connection-specific DNS Suffix
Link-local IPv6 Address
IPv4 Address.

Subnet Mask
Default Gateway

PPP adapter RUT1:
Connection-specific DNS
IPv4 Address.

Subnet Mask
Default Gateway

Wireless LAN adapter Wi-Fi:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

:\Users\TechSupport>
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Windows10 has removed the Auto Redial from the VPN connection, make sure that you Install
AutoVPNconnect software after finishing the VPN configuration:
https://sourceforge.net/projects/autovpnconnect/

Q AutoVPNConnect

General Settings
WP Settings
VPN connection

RUT1

|Isemame Password
|user1| | |

Save

General settings

Start application with system
Show messages

Application enabled

O EEE

Start application minimized

4.3 CONNECTING THE BEANGATEWAY TO THE VPN

Connect your laptop to the 4G Router used to connect the BeanGateway

Run BeanScape® 2.4 GHz

Go to Tools > BeanGateway Ethernet/LAN configuration

Localize your BeanGateway

Assign to the BeanGateway a Local Static IP (example 192.168.1.xx)

On the BeanScape Frame, put the VPN first IP address assigned to the VPN client which was in
our example 192.168.0.20
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BeanGateway Ethernet/LAN configuration

182.168.1.27 LAN Card

Panld: 770, Macld : D0158D80000EQTTD

Configuration

TCP/IP Configuration
Il DHCP Enabled
Beanbateway TCP/IP
IP address : |'19
Sub network mask :
Default gateway IP :

Il ONS Enabled Il ONS [P AUTO

ONS

BeanScape
"Port :
IP address :

Domain name :

Validate

4.4 BEANSCAPE AT THE OFFICE

2.4GHz wireless sensors series

Keep Alive App Config

enabled : 1l

tasmeont(ms): [
KAA interval [ms] : l:
Max. retry nbr : l:

| Validate |

Configuration via Ethemet (UDP)

enabled :

Udp port:

-

[ Validate

Once connected to the VPN, run the BeanScape® and click on Start the Server.

The BeanScape will display the BeanGateway profile.

Open the BeanScape Server Window, you can figure out that BeanGateway flow is coming from the VPN
server 192.168.0.1

Beanair GmbH
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a2 Baanscape 2AGH:

File Connection Tools Advancedfunc. Off.Data Anslyss  View Help
| Connection

i Identity W Beanfape Server
o PAN_ID P

Pltfam;

Version

Datalogger

4.5 DATA CONSUMPTION

It is important to mention, That VPN can be used also to connect to internet, so it is important to make
sure that this option is disabled on the VPN client proprieties.

Go to Control Panel > Network and sharing center > Change adapter settings and select the VPN Client
proprieties
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‘: RUTT L YirtualB
"'-E'Z-M Disconnected .___5: Metwar
@5 WAN Mininac (DDTDY e Nicahle

Connect / Disconnect
Status

Set as Default Connection

Create Copy

Create Shortcut

% Delete

%) Rename

Q Properties

On the Sharing tab, make sure that the option is unchecked

= RUT1 Properties

General Options Securty Networking  Sharing

Imtemet Connection Sharing

G [] Mlow other network users to connect through this
computer’s Intemet connection

Home networking connection:

Select a private network connection

Establish a dialup connection whenever a computer on
my network attempts to access the Intemet

Allow other network users to control or disable the
shared Intemet connection

Settings...
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5. DIRECT VPN ACCESS WITH DISTANT PUBLIC FIXED IP

This solution is recommended for users having fixed public IP used for the 4G router used to
connect the BeanGateway.

M2M 4G SIM Card
with Public Fixed IP

ROUTER

5.1 PPTP VPN CONFIGURATION

e Onthe 4G, Go to the VPN menu option
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{z\':TELTONIKA Status - Network - Services - System

Overview

System HE 1 68% pbile il & 51 dBm atfl]

Router uptime 0d 1h 6m 53s (since 2019-04-05, 11 a connection 0d 1h 6m 18s (since 2019-04-05, 11:36:58)
Local device time 2019-04-05, 12:43:16 pte Registered (home); TUNTEL: 4G (LTE)
Memory usage RAM: 42% used (A=A card slot in use SIM 1 (Ready)

Firmware version RUT9XX_R_00.05.03.4 es receivedisent ® 326.9MB /6.4 MB

Wireless B p : Mobile €

SSID 8 RUTS50_1ACS (AP) 197.6.190.13 @ Public IP adress

Mode 1- AP; 6 CH (2.437 GHz) WAN failover status Failover link is enabled
Local Network B & Remote Management System &l i

IP / netmask 192.168.1.242 | 2565.255.255.0 Status. Enabled

Clients connected 0 Connection State Connecting to profile tunnel

e Select to Go with a PPTP VPN and create a new Server.

/,""“TEL TONIKA Status - Network - Services - System Logout[»

OpenVPN IPsec GRE Tunnel PPTP L2TP SSTP Stunnel

PPTP

PPTP Configuration
Name Enable
This section contains no values yet

Role: New configuration name:  RUT1 Add New

Server

e On the advanced option:
o Enable the PPTP VPN Server
Configure the VPN IP Pool: It is recommended that you serve maximum 2 addresses
Create username and a password for the VPN Client

Assign to the user the first IP address of the VPN IP Range
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‘-farELTONIKA Status Network Services Logout[%

EW update available

OpenVPN IPsec GRE Tunnel PPTP L2TP SSTP Stunnel

PPTP Server Instance: RUT1

Main Settings

Enable [+
Local IP  192.168.0.1
Remote IP range start  192.168.0.20

Remote IP range end  192.168.0.21

User name Password PPTP Client's IP

user1 e 2 192.168.0.20

Back to Overview

5.2 DISTANT VPN CLIENT CONFIGURATION

The VPN client is the distant computer situated on the office. User should configure a VPN connection to
have access to the VPN server hosting his BeanGateway®.

e Go to Network and Internet Settings (Network share center in Windows 7)

e Select VPN to create a new VPN connection
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Settings

@ Home Status

Network & Internet g @ @

Status Ethemnet

Private network
Wi-Fi .
You're connected to the Internet

If you have a limited data plan, you can make this network a

Ethernet metered connection or change other properties.

Dial-up
VPN
Airplane mode Change your network settings
Mobile hotspot @ Change adapter options
Data usage
J % Sharing options

Proxy
A Network troubleshooter

e Add a new VPN connection

Settings

@ Home VPN

VPN

Network & Internet . Add a VPN connection

Status

Wi-Fi

Ethernet 0
Advanced Options

Dial-up Allow VPN over metered networks

°
VPN On

Allow VPN while roaming

Airplane mode ® On

Mobile hotspot
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e Use the following inputs to configure the VPN connection
o The name of the VPN server
o The PUBLIC FIXED IP of the 4G Router

o The VPN username created on the 4G Gateway and the Password

Add a VPN connection

VPN provider

Windows (built-in)

Connection name

Server name or address

197.6.190.13

VPN type

Automatic

Type of sign-in info

User name and password

User name (optional)

user1

Password (optional)

v/ Remember my sign-in info
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e The Computer is ready to join the VPN: Press connect

Add a VPN connection

OK) RUT1

Advanced options

Advanced Options

Allow VPN over metered networks

® On

VPN

Add a VPN connection

ogo| RUTI

Advanced options Disconnect

Advanced Options

Allow VPN over metered networks

® On

e Using IP config, user can figure out that he is connected to the VPN
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direless LAN adapter Local Area Connection* 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix -

Ethernet adapter Ethernet:
Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : 80::d58d:cc35:7284:709d%7
IPv4 Address. -

Subnet Mask .
Default Gateway .

PPP adapter RUT1:
Connection-specific DNS
IPv4 Address.

Subnet Mask .
Default Gateway .

Wireless LAN adapter Wi-Fi:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

:\Users\TechSupport>

e Windows10 has removed the Auto Redial from the VPN connection, make sure that you Install
AutoVPNconnect software after finishing the VPN configuration:
https://sourceforge.net/projects/autovpnconnect/

Q. AutoVPNConnect

General Settings
WP Settings
VPN connection

RUT1

|Isemame Password

|user1|

Save

General settings

Start application with system
Show messages

Application enabled

Start application minimized

O EEE
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5.3 CONNECTING THE BEANGATEWAY TO THE VPN

Connect your laptop to the 4G Router used to connect the BeanGateway
Run BeanScape® 2.4 GHz

Go to Tools > BeanGateway Ethernet/LAN configuration

Localize your BeanGateway

Assign to the BeanGateway a Local Static IP (example 192.168.1.xx)

On the BeanScape Frame, put the VPN first IP address assigned to the VPN client which was in
our example 192.168.0.20

BeanGateway Ethernet/LAN configuration n

Localize BeanGateway |

182.168.1,27 LAN Card Localize |

Panld : 0770. Macld : 00158000000EQTTD

Configuration |

TCP/IP Configuration Keep Alive App Config

Il OHCP Enabled enabled : 1l

BeanGateway TCF/IP KAA timeout (ms) : l:
IPaddress: |192.168.1__.250 | KAA interval [ms) : l:
Sub network mask : 2300 _ Max. retry nbr : l:

Fonilt aotows . (192 ) ~
Default gateway [P : \IH . ) r Validate |
I ONS Enabled Il ONS [P AUTD
DNE Configuration via Ethemnet [UDP)

enabled :

Udp port : 53130 &5
. | | Validate |

“Port : 5313 &3

BeanScape

P address 168._0_._20)

Domain name :

| Validate |

5.4 BEANSCAPE AT THE OFFICE

Once connected to the VPN, run the BeanScape® and click on Start the Server.

The BeanScape will display the BeanGateway profile.

Open the BeanScape Server Window, you can figure out that BeanGateway flow is coming from the VPN
server 192.168.0.1
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a2 Beanscape 24GHz
File Connection Tools Advanced func.  Off.Data Analysis  View

| Connection |

3 W BeanScape Server
Ctartn
Startec
tarted .| _ D PAN_ID

]

Datalogger

Pending
@ .

Current data acg. mode

5.5 DATA CONSUMPTION

It is important to mention, That VPN can be used also to connect to internet, so it is important to make
sure that this option is disabled on the VPN client proprieties.

Go to Control Panel > Network and sharing center > Change adapter settings and select the VPN Client
proprieties

Beanair GmbH “Rethinking sensing technology”




TN-RF-15-BeanGateway Remote Access Management 2.4GHz wireless sensors series

‘: RUTT L YirtualB
"'-E'Z-M Disconnected .___5: Metwar
@5 WAN Mininac (DDTDY e Nicahle

Connect / Disconnect
Status

Set as Default Connection

Create Copy

Create Shortcut

% Delete

%) Rename

Q Properties

On the Sharing tab, make sure that the option is unchecked

= RUT1 Properties

General Options Securty Networking  Sharing

Imtemet Connection Sharing

G [] Mlow other network users to connect through this
computer’s Intemet connection

Home networking connection:

Select a private network connection

Establish a dialup connection whenever a computer on
my network attempts to access the Intemet

Allow other network users to control or disable the
shared Intemet connection

Settings...
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6. FTP SYNCHRONIZATION

In some costumer cases, users prefer transferring Log files stored on their computers to a distant FTP
Directory.

6.1 USING BEANSCAPE FTP FEATURE

The user has the ability to send all his measurement data log files to the FTP Server through the FTP
feature.

‘w2 Beanscape 24GHz
File  Bean5Scape® App Advanced func.  Off.Data Analysis

BeanScape® configuration

Alarm Window

BeanGateway Ethernet/LAN Config.
Import/Export user settings

Alarm Management

Motification Management

Offline graph

Date conversion

Advanced Settings

BeanScape Client Management

FTP Cenfiguration

OPC Management

Check FTP enable check box then enter the right FTP Server setting using the following window
FTP Configuration

FIP Settings Choose which file you want to push to your FTP Server

[ Enable for All
M Use IP address Enable for specific feature

T files System Information files

I Dynamic Measurement M Beangateway Notification

M Static Measurement M BeanDevice Notification
Network Mappin

Datalogger files u L

Port* : L ) I Server Log
I Dynamic Measurement

User Name*: me ) | | S e S.ET Reports

.

S.E.T Log files W Waveform

Wl Waveform

| Check Cumrent config. | L Check New config. 1 W FFT I DIN

; ; | | m O [ |

State: L | | Validate | Validatz |

Show details
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You should connect to your FTP server before setting up the FTP configuration on the BeanScape software.
FTP Settings

W Use P address

FIP Server*:

Port* :
User Name*: UserName | |

L Check Current config. | L Check New config. |

L | | Validate |

Show details

FTP Server: Enter your FTP Server DNS or IP address by checking use IP address checkbox
User Name: Enter your FTP user name

Password: Enter your right FTP password

Port: By default, the FTP port is 21, you can change it also

Check New Configuration: click on check new configuration to make sure the settings are
correct.

Validate: click on validate to save the setting and proceed

State: display if the connection status successfully established or failed.

If the connection was failed, please click the Show details link to see the cause of the issue.
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FTP Settings
Il Use |P address

beanair. exavault.com

Port* :

User Name*: | beanair

\. A

Password*:

L Check Current config. | L Check New config. |
| Failure! | | Validate |

Show details
o5 Form_ErrorDetails

4:44:51 : The remote server returned an error: (451) Local error in proc

Then check the type of files which you want to send to you FTP server, and click on Validate

Choose which file you want to push to your FTP Server
[ I Enable for Al
Enable for specific feature
TX files System Information files
M Dynamic Measurement M Beangateway Notification
M Static Measurement M Beanlevice Notification

M Network Mapping
Il Server Log

Datalogger files

W Dynamic Measuremenit

Static Measurement
L S.ET Reparts

C.ET Log files Il Waveform
l Waveform W FFT

W FA Il DN
l DIN PRV

| Validate J
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The files will be stored on your FTP server every 1 min.

C Watch the FTP Configuration video

6.2 USING THIRD PARTY FTP SOFTWARE

To configure the transfer of Log_BeanScape directory to an FTP directory, you can use an FTP software,
like the FTP Box : http://ftpbox.org/

e After the installation, use the suitable language and setup the FTP parameters:

B Setup
FTF login details

Protocal: FTP

Encryption: Mone

Host: |Hpser‘uer_hustnamem

Usemame: |IJSE-'F_HEI'I'IE-'

Passwaord: |||-|||-|

[] Aways ask for password

Previous

o If you prefer using TLS encryption, select the suitable option from the List below:
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FTF login details

Protocal: FTF w

Encryption: require explict FTF over TLS

e Select the local directory used for the BeanScape Log files to be synchronized via FTP

B Getup *
Local folder

() | wart to use the default local folder

®) | wart to select a local folder

Browse For Folder

C:\UsersiTechSupport*Doci

inetpub
Intel
log_beanscape
Mangeo
MSOCache
netbeans
NVIDIA
Perflogs

<

Make New Folder

e Select from the Tree the distant FTP folder located in your FTP server/distant folder
W Setup pe
Remate Path

Full path: /htdocs/Beanscape

-/
- htdocs
o [p—
- hello
- webint

Previous
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o Before finishing the setup, you have to configure the software to synchronize all files and
directories in your Local Folder or precise which data should be synchronized.

W Setup
Selective Sync

(®) | want to synchronize all files

() | want to select what files will be synchronized
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7. TROUBLESHOOTING

7.1 HOW CAN | GET THE IP CONFIGURATION ON MY PC?

l| emd

Open up your windows start menu and Type cmd in the }'
“Search programs and files box” and press Enter on your
keyboard. This will call the Windows command prompt window.

The IP Address can be finded by launching DOS command Window and entering the console application
IPconfig. This application displays all current TCP/IP network configuration values and can modify
Dynamic Host Configuration Protocol DHCP and Domain Name System DNS settings.

C:\Windows\system32\cmd.exe C=RE=a |

Microsoft Windows [version 6.1.76011
Copyright (c) 2809 Microsoft Corporation. Tous droits réservés.

C:\Users\BeanairDamon IP COI’lfIg command

Conf iguration IP de Windows

Carte Ethernet Connexion au réseau local :

Statut du média. . . . . . . . . . . . Média déconnecté
Suffixe DNS propre a la connexion.

Carte réseau sans fil Connexion réseau sans fil

Suffixe DNS propre a la connexion. .

26403711 IP Address of your PC

M - -9
Passerelle par défaut. . . . . . . . . 192.168.1.1

Carte Tunnel isatap.{F8DCBBD?-AAB4-485D-8F43-469125E1D43F> :

Statut du média. =

SOm BB B R oEoE Média déconnecté
Suffixe DNS propre a la connexion. .

Carte Tunnel isatap.{C6A39BC2-D720-45CB-B612-F?A53D4F@777> :

Statut du média. . . . . . . . . . . . = Média déconnecté
Suffixe DNS propre a la connexion. s

Carte Tunnel Teredo Tunneling Pseudo-Interface :

Suffixe DNS propre a la connexion. .
Adresse IPv6. . . . . . . . .

2001 :0:5ef5:79fbh:2cef :234a:h18e :4h|

Adresse IPv6 de liaison locale.

fe80::2cef:234a:b18e:4h308x15
Passerelle par défaut. . . . . . &

C:\Users\BeanairDamon>

7.2 HOW CAN | MODIFY MY PC NETWORK INTERFACE CONFIGURATION?

Please visit Microsoft support pages that will show how you can access and modify your PC interface
configuration.

https://support.microsoft.com/en-us/windows/change-tcp-ip-settings-bd0a07af-15f5-cd6a-363f-
ca2b6f391ace#WindowsVersion=Windows_10
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