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Disclaimer

The contents are confidential and any disclosure to persons other than the officers, employees, agents or
subcontractors of the owner or licensee of this document, without the prior written consent of Beanair GmbH, is
strictly prohibited.

Beanair makes every effort to ensure the quality of the information it makes available. Notwithstanding the
foregoing, Beanair does not make any warranty as to the information contained herein, and does not accept any
liability for any injury, loss or damage of any kind incurred by use of or reliance upon the information.

Beanair disclaims any and all responsibility for the application of the devices characterized in this document, and
notes that the application of the device must comply with the safety standards of the applicable country, and
where applicable, with the relevant wiring rules.

Beanair reserves the right to make modifications, additions and deletions to this document due to typographical
errors, inaccurate information, or improvements to programs and/or equipment at any time and without notice.

Such changes will, nevertheless be incorporated into new editions of this document.

Copyright: Transmittal, reproduction, dissemination and/or editing of this document as well as utilization of its
contents and communication thereof to others without express authorization are prohibited. Offenders will be
held liable for payment of damages. All rights are reserved.

Copyright © Beanair GmbH 2018
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1. TECHNICAL SUPPORT

For general contact, technical support, to report documentation errors and to order manuals, contact Beanair
Technical Support Center (BTSC) at:

tech-support@Beanair.com

For detailed information about where you can buy the Beanair equipment/software or for recommendations on
accessories and components visit:

www.Beanair.com

To register for product news and announcements or for product questions contact Beanair’s Technical Support
Center (BTSC).

Our aim is to make this user manual as helpful as possible. Keep us informed of your comments and suggestions

for improvements.
Beanair appreciates feedback from the users of our information.
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2. VISUAL SYMBOLS DEFINITION

Caution or Warning — Alerts the user with important information about
Beanair wireless sensor networks (WSN), if this information is not
followed, the equipment /software may fail or malfunction.

Danger — This information MUST be followed if not you may damage
the equipment permanently or bodily injury may occur.

Tip _or Information — Provides advice and suggestions that may be
useful when installing Beanair Wireless Sensor Networks.

Beanair GmbH “Rethinking sensing technology”
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3. ACRONYMS AND ABBREVIATIONS

AES Advanced Encryption Standard

CCA Clear Channel Assessment

CSMA/CA Carrier Sense Multiple Access/Collision Avoidance

GTS Guaranteed Time-Slot

kSps Kilo samples per second

LLC Logical Link Control

Lai Link quality indicator

LDCDA Low duty cycle data acquisition

MAC Media Access Control

PAN Personal Area Network

PER Packet error rate

RF Radio Frequency

SD Secure Digital

Wireless sensor Network

Beanair GmbH “Rethinking sensing technology”
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4. RELATED DOCUMENTS & VIDEOS

Document name (Click on the

web link) Related product Description

In addition to this User manual, please consult the related application notes, technical notes and videos:

4.1 RELATED VIDEOS

éAII the videos are available on our YouTube channel

Beanair video link (YouTube) Related products

Beanair GmbH “Rethinking sensing technology” 10



http://www.youtube.com/user/BeanairSensors/videos?view=0
https://www.youtube.com/watch?v=_2dj6cf7dkA&index=1&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3
https://www.youtube.com/watch?v=_2dj6cf7dkA&index=1&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3
https://www.youtube.com/watch?v=rywtzilGk8I&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=2
https://www.youtube.com/watch?v=rywtzilGk8I&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=2
https://www.youtube.com/watch?v=XNO1nA1i9WM&t=2s
https://www.youtube.com/watch?v=XNO1nA1i9WM&t=2s
https://www.youtube.com/watch?v=eubUTHrXtoc&t=6s
https://www.youtube.com/watch?v=eubUTHrXtoc&t=6s
https://www.youtube.com/watch?v=rxVjso9zMII&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=6
https://www.youtube.com/watch?v=Q2THzRxloFk&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=7
https://www.youtube.com/watch?v=Q2THzRxloFk&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=7
http://www.wireless-iot.beanair.com/files/TN-RF-18-Wilow-Wifi-Sensor-data-acquisition-modes.pdf
http://www.wireless-iot.beanair.com/files/TN-RF-18-Wilow-Wifi-Sensor-data-acquisition-modes.pdf
http://www.wireless-iot.beanair.com/files/TN-RF-17-Wilow-Wifi-Sensor-Battery-life-in-Streaming-mode.pdf
http://www.wireless-iot.beanair.com/files/TN-RF-17-Wilow-Wifi-Sensor-Battery-life-in-Streaming-mode.pdf
http://www.wireless-iot.beanair.com/files/TN-RF-004-MQTT-Comnmunication-Protocol.pdf
http://www.wireless-iot.beanair.com/files/TN-RF-005-Building-Reliable-Wifi-Nwk-Wilow-Sensors.pdf
http://www.wireless-iot.beanair.com/files/TN-RF-005-Building-Reliable-Wifi-Nwk-Wilow-Sensors.pdf
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https://www.youtube.com/watch?v=wytuk6dyrRk&index=8&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3
https://www.youtube.com/watch?v=wytuk6dyrRk&index=8&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3
https://www.youtube.com/watch?v=OjfHtfhN2u4&t=37s
https://www.youtube.com/watch?v=OjfHtfhN2u4&t=37s
https://www.youtube.com/watch?v=kqmUitEHPS8&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=10
https://www.youtube.com/watch?v=kqmUitEHPS8&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=10
https://www.youtube.com/watch?v=wQmLDUN_bUg&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=11
https://www.youtube.com/watch?v=AriMq-K0xoc&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=12
https://www.youtube.com/watch?v=ypj3kmQ-gCg&list=PLjl-NW1lDZVdISBQVLZ0Rn3PI2xZ2sDW3&index=13
https://www.youtube.com/watch?v=1C_xM70W9Fc
https://www.youtube.com/watch?v=2bzTCfg-H-Q
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5. DOCUMENT ORGANIZATION

System Overview * Quick overview of BeanScape® software

Hardware and software eDetails Hardware/Software compatibility with different windows OS
compatibility eMinimum PC configuration

Installing/Uninstalling
SR RTer o RN [GIART SR AN (< » Describes how to install/unisntall your BeanScape® Wilow® software

eDescribes network configuration, Beandevice® configuration before

Start your application to start the BeanScape® software and rirewall configuration

Appendices * Advanced System configuration from BeanScape® software
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6. SYSTEM OVERVIEW
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BeanScape® Wilow® software is suitable for monitoring and configuring Beanair Wi-Fi sensors. It is designed to
provide a high level of flexibility and efficiency.

BeanScape® Wilow® provides the following features:

Monitoring BeanScape® Wilow® Wi-Fi sensors.

Displaying configured alarms of different Wi-Fi sensors.

Sensors calibration and configuration

OTAC (Over-the-air-configuration)

Data and diagnosis analysis through curves and statistics

Ability to store measurements and diagnostic information in a database as a LOG file
Tools for optimizing the installation of Wi-Fi sensors

The BeanScape® Wilow® is a powerful software tool with client/server architecture. This implies that the
network sensor communicates with the BeanScape® Wilow® through Wi-Fi. The BeanScape® acts as the server
and the BeanDevice® Wilow® acts as the client.

Beanair ® Wi-Fi network is comprised of Wi-Fi sensors (BeanDevice® Wilow®) and Wi-Fi Router, access point,
repeater or Hotspot.

Beanair GmbH “Rethinking sensing technology” 13




BeanScape® Wilow® User Manual

Wilow® wireless

Features

(2 .
‘BeanScai e
Wilow MANAGER

-
\B%anScaEe@

\TB’eanScaEe'

(2 ,
\BeanScai e
Wilow PREMIUM

\‘B’eanSca be’

Period technical assistance 6 months

6 months

1year

1year

1year

Free of cost ? Yes

Yes

No

No

No

Number of managed Beandevice® Wilow 35

35

unlimited

unlimited

Real-time graph display No

Yes

Yes

Alarm notification by email. System and
Data Acquisition alarms

Streaming with Event-Trigger [S.E.T.) mode

Real-Time FFT. Real-Time Velocity

Automatic reports by email (Waveform, FFT,
PPV, Particle Velacity)

Only Waveform report

Remote access (based on MQTT
Architecture)

Integrated MQTT Broker

MOTT full services (Diagnostics.

. . Yes
Measurement and remote configuration)

Yes

Yes

Yes

Figure 1 : the different versions of BeanScape® Wilow® software

BeanScape® Wilow® manager is not provided with a real-time graph display.

Beanair GmbH
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7. HARDWARE & SOFTWARE COMPATIBILITY

7.1 COMPATIBLE OPERATING SYSTEMS

The BeanScape® Wilow® is compatible with many operating systems:

Operating Systems ‘ Compatibility Tested/Certified

Windows XP ‘ Yes Yes

Windows Vista Yes Yes

Windows 7 (32-bit) ‘ Yes Yes

Windows 7 (64-bit) ‘ Yes Yes

Windows 8 (32-bit/64-bit) Yes Yes

Windows 8.1 (32-bit/64-bit) ‘ Yes Yes

Windows 10(32-bit/64-bit) yes yes

Table 1: Compatible operating systems

7.2 RECOMMENDED MINIMUM CONFIGURATION

BeanScape® Wilow® BeanScape® Wilow® BeanScape® Wilow®

Operating Systems Manager (Streaming (Streaming mode not ( Streaming mode
mode not enabled) enabled) enabled)

2.33GHz or faster x86-compatible processor

RAM memory

Disk Space 10 GB
Graphic card 128 MB 128 MB

Figure 2:Table 2: Recommended minimum confiqguration

Beanair GmbH “Rethinking sensing technology” 15




BeanScape® Wilow® User Manual Wilow® wireless

8. INSTALLING/UNINSTALLING BEANSCAPE® WILOW® SOFTWARE

8.1 INSTALLING YOUR BEANSCAPE® WILOW®

Installing the BeanScape® Wilow® software is very easy:
Double click on “setup.exe” file (shown below) to launch BeanScape®

EBeanScape.exe
EeanScape
Beandir

When installing the software, a location for the log files is requested. These files are used to store all the
data coming from the Wireless Sensor Network (information about the Network diagnostic, data
acquisition of different wireless sensors, network acknowledgment etc.).

Follow the different stages of installation

Click Finish to complete the installation of BeanScape® Wilow®.

The installation is now complete; the BeanScape® Wilow® shortcut icon is now available on your desktop.

8.2 UNINSTALLING BEANSCAPE® WILOW®

To uninstall BeanScape® Wilow®, follow these instructions:

1. Click E

2. Then search for control panel

Beanair GmbH “Rethinking sensing technology” 16
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[ & Filters
Best match

Control Panel
Desktop app

Recent
Ed System

MNetwork and Sharing Center

Apps

£ Settings

B4 Java Mission Control

4 Run

Settings

1

v Controlled folder access

(") Control the mouse pointer with the
keyboard

Search suggestions

£ contral - see web results

£ control| Pane

Figure 3:research Menu

3. Double click on uninstall a program under the Programs icon

Programs

Uninstall programs or Windows
features, uninstall gadgets, get new
prograrms from the network or onling,
and more,

Beanair GmbH “Rethinking sensing technology” 17




eanScape® Wilo ual

4. You will see the following window:

Wilow® wireless

GuU

Control Panel » Programs » Programs and Features

~ [ 5 |[[ Search Progroms and Features

— F —— ——

2]

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

B Turn Windows features on or

=i Organize

Name Publisher Installed On Version

09/05/2017 401188
30/05/2017 10.012.36
09/05/2017 1210
11/08/2017 1715412
05/06/2017 4616
10/02/2017

20/10/2017 1773032
07/02/2017 437452
09/02/2017 3321195
09/02/2017

05/04/2017

29/05/2017 5.40.0700
18/10/2017 314010
08/03/2017 510234
30/05/2017 1400342
29/05/2017 1500258
06/02/2017 132
09/03/2017

14/06/2017 3262
09/02/2017 30451027
10/02/2017 419
19/01/2017 62.0.3202.94

| Adobe Creative Cloud

| Adobe Flash Player 10 ActiveX
| Adobe InDesign CC 2017 (32-bit)
| Altium Designer17

| Andy 05

| Any Video Converter Uktimate 6.0.8
| AVG AntiVirus FREE

| AVG Web TuneUp

|| Bandicam

| Bandicam MPEG-1 Decoder

| BeanAir Battery Simulator

Adobe Systems Incorporated
Adobe Systems Incorporated
Adobe Systems Incorporated
Altium Limited

Andy 05, Inc
Any-Video-Converter.com
AVG Technologies

AVG Technologies
Bandicam.com
Bandicam.com

| Boris Graffiti for Corel Boris F¥, Inc.

| ByteFence Anti-Malware Byte Technologies LLC
|| coMsoL Muttiphysics 5.1 COMSsOL

| Corel VideoStudio Pro X4

| Corel VideoStudio Ultimate X5
| DriverDoc

| femm 4.212Jan2016

| FileZilla Client 3.26.2

| Free Screen Video Recorder

Corel Corporation
Corel Corporation
Solvusoft Cerporation

Tim Kosse
Digital Wave Ltd
|| Freemake Video Converter version 4.19 Ellora Assets Corporation

| Google Chrome GoogleInc.

Figure 4: control panel

Remove
5. Select BeanScape® Wilow® and click -

6. Follow the steps for uninstalling.

7. Uninstall is now complete.
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9. START YOUR APPLICATION

9.1 NETWORK CONFIGURATION

WiFi

Connection (((.

Ethel""ngt cable rrr.

Figure 5: Typical BeanDevice® Wilow® Wi-Fi Network

BeanDevice® Wilow® is Wi-Fi powered sensor that will communicate measurements and receive configuration
commands through Wi-Fi signal.

After installing BeanScape® Wilow® supervision software we can start configuring our sensor connecting them to
the Wireless network.

Different other network configurations are possible, please visit our:
Technical note: building a reliable Wi-Fi network with Wilow sensors,

User Manual: BEANDEVICE® WILOW® (WIFI LOW POWER) USER GUIDE

Beanair GmbH “Rethinking sensing technology” 19
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9.2 BEANDEVICE® WILOW® CONFIGURATION

Before to connect the BeanDevice® Wilow® to the Wi-Fi network we have to follow the next steps:

1. Launch your BeanScape® Wilow® as administrator

2. Power your BeanDevice® Wilow by holding the magnet on the ON/OFF label, you will see the
Network led blinking in green color

3. Select Tools on the BeanScape menu and choose “LAN/WAN Config”

wi BeanScape

File  Server | Tools | Off. Data Analysis  Advanced

BeanScape® Configuration

Alarm window

Wifi Metwork Settings

Export/import settings
SMTP Client Configuration
Alarm Management
Motification Management
Offline graph

Date conversion
Advanced Settings

MCTT Configuration

Figure 6: WIFI Network Settings

4. The following window will pop up:

W Wilow Wi-Fi configuration

Wilow Sensor corfiguration: COM Part, UDP or WIFI
® COM port O upp
Corfiguration via COM Part Conf

Select PC WLAN/LAN IP:

Connect Disconnect
Configuration
BeanScape Tep/IP configuration WI-FI connection settings
DHCP Enabled [] Enabled
o 551D
Wilow Tep/IP BeanScape

Port : Password :

5313
IP Address : Security type :  None ~

Domain name :

RF Region: | REGIOM EU

Validate

Figure 7: WIFI Confiquration Settings

Beanair GmbH “Rethinking sensing technology” 20
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5. On LAN/WLAN Config select your PC IP Address sharing the same WIFI Hotspot/Access Point which will be
connected to your BeanDevice® Wilow®

W Wilow Wi-Fi configuration

Wilow Sensor corfiguration: COM Port, UDP or WIFI
(@ COM port
Configuration via COM Port

Select PC WLAN/LAN IP: | [EENTEREE)

COM part

Figure 8: port com configuration

6. After selecting the right IP Address, the field “TCP/IP configuration is automatically filled out

Corfigurations
Tep/1P corfiguration

DHCF Enabled
Wilow Tep/1P
|P address :  |192.168.1__._
Sub network mask - |255.265. 2550
Default gateway IP . |192.168.1__1__

BeanScape
Porit . 5313

P address :  192.168.1__51_

Domain name :

Validate

[C] DNS Enabled  [] DNS IP Auto.
DMS

|P address :

Figure 9: TCP/IP Configuration

Beanair GmbH “Rethinking sensing technology” 21
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7. Click on serial port and select the serial port number connected to your BeanDevice® WiLow®

W Wilow Wi-Fi configuration

Wilow Sensor configuration: COM Port, UDP or WIFI
(® COM port
Corfiguration via COM Part

Select PC WLAN/LAN IP: |192,1BE,1_19

COM port :

Figure 10: Available port COM

8. Enter your BeanDevice® WiLow® IP address : if you choose a dynamic IP allocation, check DHCP box:

Corfiqurations
Tep/1P configuration
[] DHCP Enabled

Wilow Tep/IP

IP address :  152.1681__._

Sub networke mask : 2552552550 __

Default gateway IP ;. 152.1681_1__

Figure 11: DHCP option

9. Enter your WIFI Hotspot/Access Point Network configuration which will be connected to your BeanDevice®

WiLow?® (SSID, password and security type/RF Region) of your Wi-Fi connection

WI-F| connection settings
Enabled

SSID |W'rﬁCrFFice

Password : | Pass1234

Security type : | WPA2

RF Region: |REGION_EL

REGION_LS
REGION_JP

Figure 12: WIFI connection Settings

By default, the BeanDevice® WiLow® Wi-Fi configuration settings are:
SSID: _lobalnet

Password: changeme

Security type: wpa2

Beanair GmbH
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Finally, click on Validate, you should see a pop-up window which will display “Operation completed successfully”.

Serial port configuration

o Operation completed successfully.

>

Figure 13: Notification message

10. Then click on Start to launch your BeanScape® Wilow® supervision software

wie BeanScape

File  Server Tools  Off. Data Analysis  Help

H a9 5o

Start the server

Figure 14: BeanScape Server Icon

Now you will see your BeanDevice® Wilow® profile displayed as follow:

Jetics

File Server Tools Datahnalysis  BeanDevice Help

I | D

=l MAC_ID : 0x F4BB5EDDA4760000 Platform system profile @ Wilow Device

Wthz dentty Netwark Diagnostic Device Conf

Ch_X
: Chv Mac Id : Network qualty : Lo Device Config Status:
- LED Status:

S5ID.

1P Addr: TimeZone:
NTP ud:
Label Temperature -
Power supply : System
Power mode : Diagnostic cycle

Battery voltage : Listening Cycls I
: I

Battery level :
Data Aging ms

mir:ss

DiagDate

DAQCapabity
Max SR - Max T Ratio
BeanDevice datalogger

Petom NN Soe: (TSI fuven oo SENER  Dovricad trcoy:  (ENERN

Current data acquisition mode Display configuration | Notes | Data Acq. corfig. | Signal Processing | DataLogger | System conl * [ *
Data Acq. mode Data acquistion mede configuration .

Data Acq. cycle Data Acq.mods ©  LowDutyCycle -

TX Ratio

Dats Acq.cydle: ____:  codmhmmss
Sampiing rate
TX_Ratio
Data Acq. durstion
Data Acq. durstion :

i, mmss

Data acquistion mode options
@ TxOnly @ Log Only @ Tx&Log

Streaming//Streaming Packet options

Continuous Monitoring Burst

Store and Forwand

Figure 15: BeanDevice® profile
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See our Technical video Getting started with BeanDevice® Wilow

You only need to do this once unless you have changed your Wi-Fi SSID or want to install your
BeanDevice Wilow in another network

Now after configuring all of the sensors you can view the entire Wi-Fi sensor network from your BeanScape®
Wilow®

v" Make sure all of your sensors are covered by your Wi-Fi signal.
v" Make sure your all of your sensors are powered and in "ON" position.

v" Make sure that your BeanScape® Wilow® is installed and running on your PC

e Select your PC IP Address connected to your Wi-Fi network and click on localize

@ LANWLAN
LAMWLAN config

192.168.151

Figure 16: BeanDevice® localization

e After localization finished ,all the sensors connected to the network will show up

@ LANANLAN
LAMNANLAN corfig

192.168.1 51
M

BeanGateway Configuration via Ether... [ = |

Wilow Device: Macld : A4DS7E43EHCO000
. Wilow Device: Macld - A4D57843DEFADDDD

Localization finished Wilow Device: Macld : A4D57E430D0770000
- Wilow Device: Macld : A4D57843E06F0000
Wilow Device: Macld : F4ABS5ERDAT4B0000
Wilow Device: Macld : F4AB25EMIA4EADDDD

Wilow Device: Macld : FABE5EMIA4TE0000

Password :

Figure 17:Available BeanDevice on the network

9.3 FIREWALL COMPATIBILITY

Some firewalls will not permit applications such as BeanScape® Wilow® (or any applications you have
not specifically allowed) to share data with your BeanDevice® Wilow® . Generally, the first time the
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BeanScape® Wilow® tries to communicate with the BeanDevice® Wilow®, you will be asked if you would
like to allow that application access. If you accidentally clicked No on that message (or if your firewall
never asked for permission to allow the BeanScape® Wilow® access), you will not be able to use the
BeanScape® Wilow® until you configure your firewall to allow BeanScape® Wilow® to have network

activities.

With most firewalls, this is easy to do. Keep in mind that all firewalls are a bit different, but the process
is usually as follows:

Make sure that your BeanScape® Wilow® is not running

Open your firewall. If you cannot find your firewall application, check the System Tray (at the
bottom-right corner of the screen) for an icon. Usually, you can right-click this icon and select to
open the firewall

Your firewall maintains a list of applications installed on your computer (usually under a heading
like Settings or Program Control). In this list, locate the entry for BeanScape® Wilow®

Configure the BeanScape® Wilow® entry to allow it to communicate with your sensors.

Save your modifications.

Restart the BeanScape® Wilow® supervision software

9.4 START THE BEANSCAPE® WILOW®

To start BeanScape ® Wilow®, please follow the instructions:

I Start BeanScape® Wilow® by double-clicking the icon

EBeanScape. exe
BeanScape
Eeanbir
E You get the following screen:

e BeanScape
File Seer Tools Off.DataAnalysis Help

& s @50

Figure 18:BeanScape?® first look
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I Start the server by clicking the Start button

- BeanScape
File Sever Tools Off.Data Analysis  Help

H&a @50

Click here

Figure 19: start the server

The BeanScape® Wilow®, server starts, and creates the BeanDevice® Wilow®, mapping based.

i BeanScape
File Server Tools  Off. Data Analysis  Advanced func. Help

Hke o 50

£ MAC_ID : 0x SC313E07049A0000 BeanDevice® Sfaius @ Wilow® BeanDevice
INC_X Idertity Network Diagnostic

Mac Id : Network quality connll e
Config Status:
SSID: PER: 3 ¢ O

IP Addr LED Status: ()
s Pawer Supply Diagnostic

Terrsanms . TimeZone: ‘:\
T T LA
HW Version Fower supply
SW Version: Power mode System Information
DAGCapabilty Battery vottage Diagnostic cycle : | EHURER =5
Macsh | ET - Battery level Listering e : [N ==

Max TX_Ratio DiagDate Deta Agre: [N -
BeanDevice Datalogger

B ——p

Display corfiguration  Notes Data Acq. corfig.  Sensor Config  Online Data Analysis  Datalol ¥ | *
Dats acquisttion mode configuration

BeanDevice® config. Status  Sensor Info  Sensc/ 4 | *

Current data acquistion mode

DAQ Status
Data Acg. mode LowDutyCycle ~

T Data Acq. cycle e rimmss
R [ ]

Hz Math Notf.ras ||
dd,

Msth Notit cycle wil be - NA
Data acquisition mode options

@ TeOnly O LogOnly O TxdLog
T Lo

o] @] Streaming Packet Oplu?ns
Continuous Monitoring Burst

| O
Data Acq. mode | EREE
Data Aca. oy - N
TX_Ratic: [

Sampling Rate: :l
Data Acq. duration : [

i hhemm.ss

Store and Forward
[ 5F Enabled Data Aging: |20

Figure 20: BeanDevice® profile
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10. APPENDICES

10.1 APPENDIX 1: ADVANCED SYSTEM CONFIGURATION

10.1.1 Options

The following procedure applies only for advanced users

Click on the tab Tools then BeanScape® Configuration to configure advanced settings in BeanScape®
Wilow®:

= BeanScape
File  Server | Tools | Off. Data Analysis  Advanced func. Help
o | &l | BeanScape® Configuration

S-4 MAC_ID Alarm window

- INC_ Wifi Metwork Settings
8 INC_ Export/import settings

SNTP Client Configuration

Alarm Management

Motification Management

Offline graph

Date conversion

Advanced Settings
MOITT Configuration

This window lets you configure the log directory, data cache, language, etc.
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BeanScape Configuration

LOG Configuration

Log directary : |C:"Jug_beanscape

Stop logging when h.disc 2048
Main Log filename : |LCIG

Main log max. size : |2'[H]

Sensor Log enabled :

Sensorlog max. size (KB) : |1ﬂ24
Metwork log info. enabled :
Network info log max. size (KB) : 1024

Streaming log max. size (KB) : |2'|]-1-E

() Ml sensor chanels in one file

Log file Generation
(® Separated

Configuration via Udp

Figure 21: BeanScape® Configuration window

v Clicking the button reverts to its original configuration.

10.1.2 Log file size configuration

LOG directory: Enter here the path/folder where you would want to save the LOG files.
Main log filename: Here you may enter the desired name in order to save the LOG file.
Main log max. size (KB): Maximum file size in Kilobytes (KB) for your principal LOG file

Sensor Log Enabled: Check this box if you want to enable the sensor(s) data acquisition in your
LOG file

Sensor log max. size (KB) : Maximum size in Kilobytes (KB) of sensor log files (except for
streaming & streaming packet data acquisition mode)

Network log info. enabled: Check this box if you want to enable network information in your
LOG file
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Network info log max. size (KB): Maximum size in Kilobytes for your network information LOG
file

Streaming log max. size: Maximum size in Kilobytes (KB) of sensor log files (only for streaming &
streaming packet data acquisition mode)

10.1.2.1 Log file generation

(71 All sensor chanels in one file

Log file generation -
@ Separated

Figure 22:Log file generation options

By default, one log file is linked to one sensor channel. The user can select a log file linked to the entire
sensor channels present on the BeanDevice® Wilow®.

10.1.2.2 Data cache configuration

Data Cache Corfiguration
Max. points : |4DDD'I]

Max. packets : |'E

Max . diagnostics : | 1000

Max. alams : |25

Max. streaming points : |'IDDDD

Figure 23: Data cache configuration

Maximum number of points: Set here the maximum number of points displayed on the
BeanScape® Wilow® graph

Maximum number of packets: Set here the maximum number of packets displayed on the
BeanScape® Wilow® graph

Max number of diagnostics: Set here the maximum number of diagnostics displayed on the
BeanScape® Wilow® graph

Max number of alarms: Set here the maximum number of alarms displayed on the BeanScape
Wilow® graph

Maximum streaming points: Set here the maximum number of points displayed in
Streaming/Streaming Packet on the BeanScape® Wilow® graph
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Please note that the values backed up by the BeanScape® may affect the memory capacity of
your computer depending upon the size of every file.

10.1.2.3 UDP Configuration

Corfiguration via Udp
Udp port : (537130

Figure 24: UDP Port

Configure the UDP port number, by default to 5313 in order to listen.

10.1.2.4 Keep alive application

KeepAliveApp
KeepAliveApp enabled :

KAA timeout :
KAAinterval : 20!

Max. retry :

Figure 25: Keep alive confiquration

Three parameters related to Keepalive are available:

o Keepalive time is the duration between two keepalive transmissions in idle condition.
TCP keepalive period is required to be configurable and by default is set to no less than 2
hours.

Keepalive interval is the duration between two successive keepalive retransmissions, if
acknowledgement to the previous keepalive transmission is not received.

Keepalive retry is the number of retransmissions to be carried out before declaring that
remote end is not available.

Keep alive packet contains null data. In a TCP/IP over Ethernet network, a keepalive frame is of 60 bytes,
while acknowledge to this also null data frame and is of 54 bytes.

10.1.2.5 Language configuration

Language Configuration
0 Auto (@ English () French (") Geman

Figure 26: Language configuration
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Auto: The BeanScape® Wilow® will use the OS language by default
English: select English language

French: select French language

German: select German language

This configuration will be updated if the BeanScape® is restarted.

10.1.2.6 System Configuration

System Corfiguration
Alarm automatic display : [
Marm => sound effect : [

Figure 27: System Confiquration

Alarm automatic display: Check this box if you want to see an alarm window displayed
automatically when a window alarm threshold is exceeded.

Alarm = Sound Effect: Check this box if you want to hear a sound effect when a threshold is
exceeded.

10.1.2.7 Remote Access

Check Enable MQTT option for remote access configuration.
Remote Access

Enable MQTT

Figure 28: Remote Access

10.1.2.8 Date and Time Format

Several date and time format options are available, choose the one that suit your needs.

Date and Time format
Date : Msdyyyy h:mm:ss tt

dd/MM Ay HH:mm:ss
MMdd Ay HH:mmess
vy MMdd HH:mm:ss
wyyydd /MM HH:mm =g
dd/MM. vy HH:mm s
MM dd Ay HH:mm:gs

Example

BeanScape MultiSite Configu

Figure 29: Date and Time Format
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10.1.2.9 BeanScape® MultiSite Configuration

User have the possibility to open more than one BeanScape® session at the same time on the same PC.
Just check the box to enable the option.

BeanScape MultiSite Configuration
Enable MuttiSite

Figure 30: BeanScape® Multisite configuration

10.1.2.10 Gravity Config

The gravity value is not the same on different region area, this option gives user the possibility to enter the exact
g value.

Gravity Corfig
g value: |HEDE.5 | mim.‘s?

Figure 31: Gravity Config

10.1.3 Custom user configuration

10.1.3.1 Export function

Click on the tab Tools then “Export/Import settings”

i BeanScape

File  Server | Tools | Off, Data Analysis Help
= | & ks BeanScape® Configuration
Alarm window

Wifi Metwork Settings

Export/import settings
SNTP Client Configuration

Alarm Management
Motification Management
Offline graph

Date conversion
Advanced Settings

MOTT Configuration

Fiqure 32: Export/Import Settings

A new window will appear, click on export:
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¥ Exportfimport settings O >

Custom User Configuration

| Replace | | Merge

BeanScape Configuration

Impart | | Export | | Feset

Figure 33: Export function

User configuration is exported in XML format:

W SaveAs
&« v ! » This PC Search This PC
Organize «

~
=| Documents  Folders (7)
&=/ Pictures -

3D Objects . Documents
log_beanscap # -

Lt Public -
FAQ) Downloads Pictures

Moureddine '

technical note u Videos
Weekly Reports ﬂ

> @ OneDrive ~ Devices and drives (1)

> [ ThisPC - Windows (C:)
[ |

» b Network Mgy 24,4 GB free of 108 GB

W

File name: | BeanUserCustomDE

Save as type:

» Hide Folders

Figure 34: User DataBase file

Beanair GmbH “Rethinking sensing technology” 33




BeanScape® Wilow® User Manual Wilow® wireless

10.1.3.2 Import function

Click on “Replace” to import user configuration:

¥ Exportfimport settings

Custom User Configuration

| —
Einsal

BeanScape Configuration

Impart | | Export | | Feset

Figure 35: Replace function

Do not try to change manually the XML file; there is a high risk to corrupt your file.

10.2 MQTT CONFIGURATION

After configuring the MQTT on the BeanDevice® side, user need to complete the configuration on the BeanScape®
side, to do that go to Tools/MQTT Configuration

w BeanScape

File  Server | Tools | Off. Data Analysis  Help
[ | & e BeanScape® Configuration

Alarm window
Wifi Metwork Settings
Export/import settings
SMTP Client Configuration
Alarm Management
Motification Management

@ Offline graph

m Date conwversion
Advanced Settings

| MOTT Configuration

Figure 36: MQTT Configuration

A new message will pop up
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% MOTT Configuration *

MQTT Configuration MQTT Connection

Use DNS
wolm s
ons:
g
sk | |
Enable MQTT

Enable Authenticati
LR eaten Add Device

T Devico MaclD | Select Beandevoe

MAC ID |

] Enable 55L Topic |

Validate

[
4 Cowa r |

Delete BeanDevice

a4 Validate

Certification tools

- e

Check Install Uninstall

Figure 37: MQTT Configuration Main window

10.2.1 MAQTT Configuration

g&' MUOCTT Cenfiguration

MQTT Corfiguration
Use DMS []

Figure 38: Broker Config

Use DNS: check if you want to enter your broker DNS.
DNS: domain name server of your Broker
Broker IP: enter your broker IP address after unchecking Use DNS box.

Port: TCP/IP port to use with MQTT. 1883 and 8883 are the reserved ports for use with MQTT

10.2.2 Enable Authentication

MQTT broker can be configured to require client authentication using a valid username and password
before a connection is permitted.
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[] Enable Authentication

Figure 39: Authentication frame

Check Enable Authentication box to enter the settings
B User Name: specify your user name

B Password: enter your password

10.2.3 Enable SSL

Enable SSL for secure MQTT communication

Enable 55L

ssum.s Ve R

ks Validate ,:3"'

Certification tools

Figure 40: SSL/TLS Config

Choose your SSL/TLS version then click on validate button.

10.2.4 Certification tools

Enter the Server’s root certification, then configure the secure socket options

Certification tools

. o= Fles 56 BeanScape Wiow RA cent S IARRMN
[rstaled Valid unti - 07/01/2025 141925 ]

Certif State

Cﬁeck | | instail Uninstall

Figure 41: Certification Config

Check: press the check bouton to check if the certification is already installed or not.
Install: choose the right certification path then click install to install it

Uninstall: uninstall the current installed certification

IE : Help notes
+]
m

: Add the certification path

: Delete the certification path
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B Certificate frame: shows the current certificate path

B Certif. State: shows the current status of the certification (installed/Validate...)

10.2.5 MAQTT Connection

MQTT Connection
MQTT Status

gy ——

Enable MQTT Start

Figure 42: MQTT Connection Config

MQTT Status: shows the current status of the MQTT Connection (Enabled/Disabled)

MQTT Ack: shows if the communication to the broker IP was done successfully or not
(Connected/Disconnected/BadConfig/NA)

Enable/Disable MQTT: enable or disable the MQTT communication

Start: to start the communication

10.2.6 Add BeanDevice®

Add Device

Device Mac 1D

MAC ID |

|SEIE|:1 Beandevice - | ]

Topic |

Validate

Figure 43: Add BeanDevice® option

Enter the BeanDevice® MAC ID and Topic then click on validate.

10.2.7 Delete BeanDevice®

Delete BeanDevice
BeanDevice Select Beandevice - [

Figure 44: Delete BeanDevice® option

Scroll down the menu and select the BeanDevice® MAC ID then click on the red icon to delete it.

Beanair GmbH “Rethinking sensing technology” 37




BeanScape® Wilow® User Manual Wilow® wireless

10.1 APPENDIX 2: FIREWALL EXCEPTION FOR BEANSCAPE®

By default, firewall blocks all unknown network traffic coming in to the network. To permit traffic through the
firewall we create exceptions (or rules) that allow certain traffic on the network. In our case the rules are defined
by the software which is BeanScape.

Usually when launching BeanScape for the first time your Windows OS will ask you to add an exception and to
allow the software to use your network resources, however in case this doesn’t occur or rejected, manually
adding BeanScape to exceptions list is possible through these following steps:

1. Use your Search bar at the windows launcher and look for “Allow an app through Windows
Firewall”

[ s Filters
Best match

* Windows Defender Firewall

Control panel

* Check firewall status

Control pansl
Settings
@ Allow an app through Windows Firewall
¥ Check security status
Firewall & network protection
Windows Defender Security Center
Apps

& Windows Defender Firewall with Advanced
Security

Search suggestions

2O firewall - see web results

L firewall

B eenscape [ uvrroe.

Figure 45 Windows search for firewall screenshot
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2. Look for BeanScape in the list and check its box, check Private if you are only willing to use

BeanScape in your LAN or Public for allowing remote access from outside the LAN.Validate and

your BeanScape will be allowed in your network.

P Allowed apps — m} X

™ ﬂ » Control Panel » Systern and Security » Windows Defender Firewall > Allowed apps v @ Search Control Panel el

Allow apps to communicate through Windows Defender Firewall

To add, change, er remove allowed apps and perts, click Change settings.

What are the risks of allowing an app to communicate? GChange settings

Allowed apps and features:

Name Private  Public
[JBeanScape

Bubble Witch 3 Saga

Candy Crush Soda Saga
Captive Portal Flow

Cast to Device functionality
Connect

Connected Devices Platform
Core Networking

Cortana

Delivery Optimization
DiagTrack

DIAL protocol server b

Allow another app...

EERERENEREEREEEO
ITEERENEREEREER

Goes

Figure 46 :allowed apps window

10.2 APPENDIX 3: SSL CONFIGURATION FOR TELTONIKA MQTT BROKER

The Teltonika MQTT Broker is the Server and BeanScape®/BeanDevice® are the client.

To Configure the SSL for the broker user, need to follow these steps.

Enable of course the broker and precise your port.

Broker Publisher I

MQTT Broker

Enable [¢]
Local Port | 1884

Enable Remote Access [#]

Figure 47: MQTT Broker
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- Enable TLS/SSL option and update the 3 files:

Broker settings

Security ‘ Bridge ‘ Miscellaneous

Use TLS/SSL [#]

CAFile Uploaded File (1.30 KB) 5]
CERT File Uploaded File (1.21 KB) ]
Key File Uploaded File (1.64 KB) @

TLS version = Supportall v

Figure 48 Broker Settings

CA File: the root CA file of the client, the server may request the client certificate to verify it.
e CERT file: the server certificate

e Key File: the server private key.
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